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STELLUNGNAHME 6/2003 DER GRUPPE FUR DEN SCHUTZ VON
PERSONEN BEI DER VERARBEITUNG PERSONENBEZOGENER DATEN
eingesetzt durch Richtlinie 95/46/EG des Europaischen Parlaments und des Rates
vom 24. Oktober 1995

zum Schutzniveau per sonenbezogener Daten auf der Isle of Man

DIE GRUPPE FUR DEN SCHUTZ VON PERSONEN BEI DER VERARBEITUNG
PERSONENBEZOGENER DATEN,

gestutzt auf die Richtlinie 95/46/EG des Européischen Parlaments und des Rates vom
24, Oktober 1995 zum Schutz natlrlicher Personen bei der Verarbeitung
personenbezogener Daten und zum freien Datenverkehr', insbesondere auf Artikel 29
und 30 Absatz 1 Buchstabe b dieser Richtlinie,

gestiitzt auf ihre Geschaftsordnung?, insbesondere auf Artikel 12 und 14,

HAT FOLGENDE STELLUNGNAHME ANGENOMMEN:

1. EINFUHRUNG: DASDATENSCHUTZGESETZ DER | SLE OF M AN
1.1. Lageder Isleof Man

Die Isle of Man liegt im Zentrum der Britischen Inseln. Das Land untersteht der
Britischen Krone, geniefdt jedoch Autonomie fir innere Angelegenheiten. Es ist nicht
Teil des Vereinigten Konigreichs, wohl aber Mitglied des British Commonweal th.

Die Isle of Man unterhdlt besondere Beziehungen zur Europaischen Union, die in
Protokoll Nummer 3 des Beitrittsvertrages des Vereinigten Konigreichs geregelt sind.
Nach Protokoll 3 gehort die Isle of Man zum Zollgebiet der Union. Deshalb gilt der
Grundsatz des freien Warenverkehrs fiur den Austausch von Industrie- und
Agrarerzeugnissen zwischen der Insel und der Union.

1.2. Gdltender datenschutzrechtlicher Rahmen

Der Datenschutz auf der Isle of Man ist nunmehr im Datenschutzgesetz aus dem Jahr
2002 (Data Protection Act 2002 - ,, das Gesetz*) geregelt. Durch dieses Gesetz wurde das
Datenschutzgesetz aus dem Jahr 1986 mit Wirkung vom 1. April 2003 aufgehoben und
ersetzt. Die Isle of Man ist kein EU-Mitglied und muss deshalb den Anforderungen der
Europaischen Datenschutzrichtlinie 95/46/EG nicht entsprechen. Die dort eingeleiteten
Mal3nahmen zielen trotzdem darauf ab, um ihre Angemessenheit bei der Europaischen
Kommission geltend machen zu kénnen. Das Gesetz entspricht inhaltlich weitgehend
dem Datenschutzgesetz fur England und Wales aus dem Jahr 1998. Der vollstandige
Titel des Gesetzes lautet: ,An Act to make new provision for the regulation of the

L ABI. L 281 vom 23.11.1995, S. 31, abzurufen unter

http://europa.eu.int/comm/internal_market/en/media/dataprot/index.htm

2\/on der Gruppe auf ihrer dritten Sitzung am 11.9.1996 angenommen.
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processing of information relating to individuals, including the obtaining, holding, use or
disclosure of such information® (neue Vorschriften fir die Verarbeitung von
personenbezogenen Daten einschlief}lich ihrer Erhebung, Speicherung, Verwendung oder
Weitergabe).

Der Uberwiegende Teil des Gesetzes trat am 1. April 2003 in Kraft; aufgrund von
Ubergangsbestimmungen in ,, Schedule” (Anhang) 10 und 11 kann sich indessen das
Inkrafttreten von Bestimmungen tUber bestimmte Arten der Verarbeitung verzégern.

Andere Rechtsvorschriften, die fir den Datenschutz von Belang sind oder sein konnten,
sind u. a.:

- der Human Rights Act 2001, der am 16. Januar 2001 vom Parlament verabschiedet
wurde, jedoch noch nicht vollstandig in Kraft getreten it;

- der Access to Health Records and Reports Act 1993 (Gesetz Uber den Zugang zu
Gesundheitsdaten).

Das Vereinigte Konigreich hat am 14. Mai 1981 das Ubereinkommen des Europarats
unterzeichnet und es am 26. August 1987 mit Wirkung ab 1. Dezember 1987 ratifiziert.
Es wurde dann auf Ersuchen der Insel zum 1. Mai 1993 auf die Isle of Man ausgedehnt.

2. BEURTEILUNG DER ANGEMESSENHEIT DES SCHUTZES PERSONENBEZOGENER
DATEN DURCH DAS DATENSCHUTZGESETZ DER | SLE OF MAN

Die Gruppe weist darauf hin, dass ihre Bewertung der Angemessenheit des
Datenschutzgesetzes der Isle of Man sich auf das Datenschutzgesetz von 2002
konzentriert.

Die Bestimmungen dieses Gesetzes wurden mit den wichtigsten Bestimmungen der
Richtlinie unter Beriicksichtigung der Stellungnahme der Gruppe tber ,, Ubermittlungen
personenbezogener Daten an Drittlander: Anwendung von Artikel 25 und 26 der
Datenschutzrichtlinie der EU”2 verglichen. In dieser Stellungnahme wird eine Reihe von
Grundsatzen aufgefihrt, die einen ,Kern® von ,inhaltlichen® Grundsatzen und
,» verfahrensrechtlichen* bzw. mit der , Durchsetzung im Zusammenhang stehenden®
Erfordernissen, deren Einhaltung als Mindestanforderung an eine Stuation gilt, in der
von einem angemessenen Schutzniveau gesprochen werden kann, darstellen. Um die
Lesbarkeit des Textes zu verbessern, sind langere Artikel des Gesetzes als Anhang
beigeflgt. Diese Prifung hat folgendes Ergebnis:

SWP12 - von der Datenschutzgruppe angenommen am 24. Juli 1998, abzurufen unter
http://europa.eu.int/comm/internal_market/privacy/workingroup/wp1998/wpdocs98_en.htm
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2.1. Inhaltliche Grundsétze
Allgemeine Grundsatze

Der Grundsatz der Beschrankung der Zweckbestimmung — Daten sind fur
einen besonderen Zweck zu verarbeiten und dementsprechend nur insofern zu
verwenden oder weiter zu Ubermitteln, als dies mit der Zweckbestimmung der
Ubermittlung nicht unvereinbar ist. Die einzigen Ausnahmen von dieser Regel
sind die in einer demokratischen Gesellschaft aus einem der in Artikel 13 der
Richtlinie aufgefihrten Grinde notwendigen Félle.

Die Gruppe ist der Uberzeugung, dass das Gesetz der Isle of Man diesem Grundsatz
entspricht. In Schedule (Anhang) 1, Part (Teil) 1, insbesondere im zweiten Grundsatz, ist
geregelt, dass ,, personenbezogene Daten ausschliefdich fir einen oder mehrere konkrete
und rechtméllige Zwecke erhoben und nicht in einer Weise weiterverarbeitet werden
durfen, die mit diesem bzw. diesen Zwecken nicht vereinbar sind“. Im finften Grundsatz
desselben Anhangs heil3t es des Weiteren: ,, Zu irgendeinem oder zu mehreren Zwecken
verarbeitete personenbezogene Daten dirfen nicht langer aufbewahrt werden, als fur
diesen bzw. diese Zwecke notwendig ist”. Dieser Grundsatz wird im zweiten Tell
desselben Anhangs und insbesondere in den Artikeln 13 und 14 weiter ausgearbeitet
(siehe Anhang, Ziffer 1).

Der Grundsatz der Datenqualitét und -ver haltnismafigkeit - Daten missen
sachlich richtig und, wenn nétig, auf dem neuesten Stand sein. Die Daten sollten
angemessen, relevant und im Hinblick auf die Zweckbestimmung, fir die sie
Ubertragen oder welterverarbeitet werden, nicht exzessiv sein.

Die Gruppe ist der Auffassung, dass das Gesetz der Isle of Man diesem Grundsatz
entspricht. In Anhang 1, Teil 1 und insbesondere im dritten Grundsatz ist vorgesehen,
dass ,, personenbezogene Daten im Hinblick auf die Zweckbestimmungen, fir die sie
weliterverarbeitet werden, angemessen, relevant und nicht exzessiv sein” muissen. Im
vierten Grundsatz desselben Anhangs ist ferner geregelt, dass,, personenbezogene Daten
sachlich richtig und, wenn ndétig, auf dem neuesten Sand sein missen”. Dieser
Grundsatz wird im zweiten Teil desselben Anhangs und insbesondere in Artikel 15
weiter ausgearbeitet (siehe Anhang, Ziffer 2).

Der Grundsatz der Transparenz - Natirliche Personen miissen Informationen
Uber die Zweckbestimmung der Verarbeitung und die Identitét des im Drittland
fur die Verarbeitung Verantwortlichen sowie andere Informationen erhalten,
sofern dies aus Billigkeitsgriinden erforderlich ist. Ausnahmen sind lediglich im
Einklang mit den Artikeln 11, Absatz 2 und 13 der Richtlinie mdglich.

Die Gruppe stellt fest, dass das Gesetz der Ide of Man diesem Grundsatz entspricht. In
Anhang 1, Teil 1, und insbesondere im ersten Grundsatz heildt es: ,, Personal data shall be
processed fairly and lawfully (Personenbezogene Daten missen nach Treu und Glauben
und auf rechtmailige Weise verarbeitet werden)“. Was unter Verarbeitung nach Treu und
Glauben zu verstehen ist, wird im zweiten Tell desselben Anhangs und insbesondere in
Paragraf 10 weiter ausgefihrt, der festlegt, dass personenbezogene Daten nicht als nach
Treu und Glauben verarbeitet zu gelten haben, wenn die betroffenen Person nicht diein
Paragraf 10 Unterabsatz 3 angefiihrten Informationen erhdlt oder ohne Weiteres zur
Verfigung gestellt bekommt, namlich:

@ die Identitét desfir die Verarbeitung Verantwortlichen,
(b) wenn er einen Vertreter im Sinne dieses Gesetzes benannt hat, die Identitét dieses
Vertreters,
(© den oder die Zwecke, zu denen die Daten verarbeitet werden sollen, und
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(d) alle sonstigen Informationen, die bei Berticksichtigung der konkreten Umstéande,
unter denen die Daten verarbeitet werden oder verarbeitet werden sollen,
notwendig sind, damit die Verarbeitung in Bezug auf die betroffene Person nach
Treu und Glauben erfolgen kann.

Zum Recht auf den Zugang zu personenbezogenen Daten heifdt esin Artikel 5, Absatz 1,
Buchstabe a: ,, Vorbehaltlich der nachstehenden Bestimmungen dieses Artikels und der
Artikel 6 und 7 hat eine nattrliche Person Anspruch darauf, von jedem fir die
Verarbeitung Verantwortlichen davon unterrichtet zu werden, ob personenbezogene
Daten, bei denen diese natlrliche Person die betroffene Person ist, durch diesen fur die
Verarbeitung Verantwortlichen oder in dessen Auftrag verarbeitet werden* (zu den
Artikeln 6 und 7 siehe Anhang, Ziffer 3). Nach Artikel 5, Absatz 1, Buchstabe b, kann
sie auf3erdem ,,von dem fir die Verarbeitung Verantwortlichen, wenn dies der Fall ist,
eine Beschreibung erhalten, aus der Folgendes hervorgeht: (i) die personenbezogenen
Daten, bei denen diese natirliche Person die betroffene Person ist, (ii) die Zwecke, zu
denen sie verarbeitet werden oder verarbeitet werden sollen, und (iii) die Empfanger
oder Klassen von Empfangern, an welche sie weitergegeben werden oder weitergegeben
werden konnen*. Im Hinblick auf die Bekanntgabe durch die fir die Verarbeitung der
Daten Verantwortlichen wird dieser Grundsatz in den Artikeln 13 ff weiter ausgefihrt
(siehe Anhang, Ziffer 4).

Der Grundsatz der Sicherheit - Der fur die Verarbeitung Verantwortliche hat
geeignete technische und organisatorische Sicherheitsmalinahmen fir die
Risiken der Verarbeitung zu treffen. Alle unter seiner Verantwortung tétigen
Personen, darunter auch Verarbeiter, durfen Daten nur auf seine Anweisung
verarbeiten.

Die Gruppe ist der Auffassung, dass das Gesetz der Isle of Man diesem Grundsatz
entspricht. In Anhang 1, Teil 1, siebter Grundsatz, ist Folgendes geregelt:

» Gegen die unbefugte oder unrechtmafdige Verarbeitung personenbezogener Daten und
gegen den zufalligen Verlust oder die zuféllige Vernichtung oder Beschadigung
per sonenbezogener Daten sind geeignete technische und organisatorische Vorkehrungen
zu treffen.”

Dieser Grundsatz wird im zweiten Teil desselben Anhangs und insbesondere in den
Artikeln 17, 18, 19 und 20 weiter ausgefuhrt (siehe Anhang, Ziffer 5).

Das Recht auf Zugriff, Berichtigung und Widerspruch - Die betroffene
Person muss das Recht haben, eine Kopie aller sie betreffenden Daten zu
erhalten, die verarbeitet werden, sowie das Recht auf Berichtigung dieser Daten,
wenn diese sich as unrichtig erweisen. In bestimmten Situationen muss sie auch
Widerspruch gegen die Verarbeitung der sie betreffenden Daten einlegen
konnen. Die einzigen Ausnahmen von diesen Rechten haben mit Artikel 13 der
Richtlinie im Einklang zu stehen.

Hinsichtlich der Rechte der Betroffenen stellt die Gruppe fest, dass diesem Grundsatz
durch das Gesetz der Isde of Man entsprochen wird. In Anhang1, Tel 1 und
insbesondere im sechsten Grundsatz ist vorgesehen, dass ,, per sonenbezogene Daten unter
Beachtung der Rechte zu verarbeiten sind, die dieses Gesetz den betroffenen Personen
einrdumt”. Dieser Grundsatz wird im zweiten Tell desselben Anhangs und insbesondere
in Artikel 16 weiter ausgefuhrt (siehe Anhang, Ziffer 6).

Hinsichtlich des Rechts auf Zugriff ist die Gruppe Uberzeugt, dass diesem Grundsatz
durch das Gesetz entsprochen wird, und zwar insbesondere durch Artikel 5, Absatz 1,
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Buchstabe c (siehe Anhang, Ziffer 7).

Hinsichtlich des Rechts auf Berichtigung ist die Gruppe der Auffassung, dass diesem
Grundsatz durch das Gesetz der Ile of Man entsprochen wird. Im Einzelnen regelt
Artikel 12 des Gesetzes das Recht auf Berichtigung, Sperre, Loschung oder Vernichtung
(siehe Anhang, Ziffer 8).

Das Recht auf Widerspruch ist in Artikel 10 geregelt. Darin wird das Recht eingerdumt,
eine Verarbeitung zu verhindern, bei der mit einer Schadigung oder Benachteiligung zu
rechnen ist (siehe Anhang, Ziffer 9).

Die Ausnahmen vom Recht auf Zugriff sind in Teil 4 des Gesetzes (Félle, in denen die
Welitergabe der Sicherheit des Staates, der Verhitung, Aufklarung und Verfolgung von
Straftaten, der Festsetzung oder Einziehung von Steuern oder Abgaben, der
Gesundheitserziehung und Sozialarbeit sowie der Regulierungstétigkeit wahrscheinlich
abtréaglich ist - siehe Anhang, Ziffer 10) und im Sekundarrecht* geregelt, das in einer
Reihe besonderer Félle genau festgel egte Einschrankungen vorsieht.

Nach Auffassung der Gruppe stehen diese Ausnahmeregelungen mit Artikel 13 der
Richtlinie im Einklang.

Beschrankungen der Welteribermittlung in andere Drittlander - Weitere
Ubermittlungen personenbezogener Daten vom urspringlichen
Bestimmungsdrittland in ein anderes Drittland sind lediglich zuléssig, wenn das
zweite Drittland (d. h. der Empfanger der Weiteribermittlung) ebenfalls ein
angemessenes Schutzniveau aufweist. Die einzigen zuléssigen Ausnahmen
haben mit Artikel 26, Absatz 1 der Richtlinie im Einklang zu stehen.

Die Gruppe ist der Auffassung, dass das Gesetz der Isle of Man diesem Grundsatz
entspricht. Im Einzelnen heifdt esin Anhang 1, Teil 1, achter Grundsatz, folgendermal3en:
» Personenbezogene Daten durfen nicht in ein Land oder Hoheitsgebiet aul3erhalb der
Insel Ubermittelt werden, wenn dieses Land oder Hoheitsgebiet in Bezug auf die
Verarbeitung personenbezogner Daten fur die Rechte und Freiheiten betroffener
Personen kein angemessenes Schutzniveau sicherstellt”. Dieser Grundsatz wird in
Anhang 1, Teil 2, Artikel 21, 22 und 23 weiter ausgefuhrt (siehe Anhang, Ziffer 11).

Die Ausnahmen von diesem Grundsatz sind in Anhang 4 geregelt (siehe Anhang,
Ziffer 12). Die Gruppe stellt mit Befriedigung fest, dass diese Ausnahmeregelungen mit
Artikel 26 der Richtlinie vollkommen in Einklang stehen.

Weitere Grundsatze, die auf besondere Arten der Verarbeitung anwendbar sind:

* |nsbesondere die Subject Access Exemptions Order 2003 (Adoption etc) (Ausnahme vom Auskunftsrecht
- Adoption usw.), die Subject Access Madification (Education) Order 2003 (Ausnahme vom
Auskunftsrecht - Ausbildung), the Subject Access Modification (Health) Order 2003 (Ausnahme vom
Auskunftsrecht - Gesundheitsdaten), the Subject Access Modification (Social Work) Order 2003
(Ausnahme vom Auskunftsrecht - Soziaarbeit), die Corporate Finance Exemption Order 2003 (Ausnahme
Finanzdaten von Unternehmen) und die Crown Appointments Order 2003 (Berufung in hohere
Staatsémter).
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Sensible Daten - Sind ,sensible® Kategorien von Daten betroffen (die in
Artikel 8 der Richtlinie aufgefthrt sind), so haben zusétzliche Garantien wie das
Erfordernis zu gelten, dass die betroffene Person ausdriicklich in die
Verarbeitung einwilligt.

Die Gruppe ist der Auffassung, dass das Gesetz der Isle of Man diesem Grundsatz
entspricht. Im Einzelnen definiert Artikel 2 des Gesetzes, was unter ,, sensiblen Daten® zu
verstehen ist (siehe Anhang, Ziffer 13); in Anhang 1, Teil 1, Grundsatz 1, Buchstabe b
heildt es ergénzend, dass sensible Daten nur verarbeitet werden durfen, wenn eine der
Bedingungen von Anhang 3 erflllt ist. Dieser Grundsatz wird im zweiten Teil desselben
Anhangs und insbesondere in den Artikeln 9 ff weiter ausgefihrt (siehe Anhang,
Ziffer 14). In Anhang 3 werden die Bedingungen fur die Verarbeitung sensibler Daten
festgelegt (siehe Anhang, Ziffer 15).

Direktmarketing- Werden Daten zum Zwecke des Direktmarketing
Ubermittelt, so muss die betroffene Person die Moglichkeit haben, sich jederzeit
gegen die Verwendung ihrer Daten fur derartige Zwecke zu entscheiden.

Die Gruppe stellt fest, dass diesem Grundsatz durch Artikel 9 entsprochen wird, in dem
das Recht auf Verhinderung einer Verarbeitung fur die Zwecke des Direktmarketing
geregelt ist (siehe Anhang, Ziffer 16).

Automatisierte Einzelentscheidung — Erfolgt die Ubermittlung mit dem Zidl,
eine automatisierte Einzelentscheidung im Sinne von Artikel 15 der Richtlinie
zu treffen, so muss die natlrliche Person das Recht haben, die dieser
Entscheidung zugrunde liegende Logik zu erfahren, und es missen weitere
Malinahmen getroffen werden, um die berechtigten Interessen der Person zu
schitzen.

Die Gruppe ist der Auffassung, dass das Gesetz der Isle of Man diesem Grundsatz
entspricht. Insbesondere werden dort in Artikel 5, Absatz 1, Buchstabe d (siehe Anhang,
Ziffer 17) und in Artikel 10 die Rechte in Bezug auf automatisierte Entscheidungen
dargelegt (siehe Anhang, Ziffer 18).

2.2. Verfahrensrechtliche und Dur chsetzungsmechanismen

In der Stellungnahme der Gruppe zu , Ubermittlungen personenbezogener Daten an
Drittlander: Anwendung von Artikel 25 und 26 der Datenschutzrichtlinie der EU*> heift
es, as Grundlage fur die Beurtellung der Angemessenheit des Rechtssystems eines
Drittlandes seien zunéchst die Ziele des zugrunde liegenden verfahrensrechtlichen
Systems fur den Datenschutz zu bestimmen; darauf aufbauend sei das Spektrum der
verschiedenen in Drittlandern bestehenden gerichtlichen und auf3ergerichtlichen
V erfahrensmechanismen zu bewerten.

Diesbeziiglich verfolgt ein Datenschutzsystem im Wesentlichen drel Ziele:

— Gewahrleistung einer guten Befolgungsrate der Vorschriften,

— Unterstiitzung und Hilfe fir einzelne betroffene Personen bei der Wahrnehmung ihrer
Rechte sowie

— Gewdhrleistung angemessener Entschadigung fur die geschadigte Partei bei Verstol
gegen die Bestimmungen.

®WP12 — von der Datenschutzgruppe angenommen am 24. Juli 1998, abzurufen unter
http://europa.eu.int/comm/internal_market/privacy/workingroup/wp1998/wpdocs98_en.htm
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Gewahrleistung einer guten Befolgungsrate der Vorschriften - Ein gutes
System zeichnet sich im Allgemeinen dadurch aus, dass sich die fur die
Verarbeitung Verantwortlichen ihrer Pflichten und die betroffenen Personen
ihrer Rechte und der Mittel fur deren Wahrnehmung klar bewusst sind. Die
Existenz wirksamer und abschreckender Sanktionen ist wichtig, um die
Einhaltung der Bestimmungen sicherzustellen; ebenso wichtig sind natdrlich
auch Systeme fiur die direkte Uberprifung durch Behorden, Prifer oder
unabhangige Datenschutzbeauftragte.

Die Gruppe ist der Auffassung, dass durch das Gesetz der Isle of Man eine Reihe von
Elementen bereitgestellt wird, die diesem Ziel dienen, namlich:

(a) Datenschutzbeauftragter

Das Amt, das friher die Bezeichnung , Isle of Man Data Protection Registrar” trug,
wurde durch das Gesetz aus dem Jahr 1986 geschaffen und besteht fir die Zwecke des
jetzt geltenden Gesetzes weiter, jedoch unter der Bezeichnung ,Office of the Data
Protection Supervisor”, und im Gesetz wird der ,,Registrar” nunmehr als ,, Supervisor”
bezeichnet.

Die Aufgaben des Datenschutzbeauftragten werden in Artikel 47 bis 49 des Gesetzes
geregelt; unter anderem soll er die Befolgung des Gesetzes durch die Herausgabe von
Leitlinien und Verhaltensregeln erleichtern und so seine Auslegung fordern.

Um die Befolgung des Gesetzes zu gewdahrleisten, werden dem Datenschutzbeauftragten
in den Artikeln36 bis 42 bestimmte Ermittlungs- und Durchsetzungsbefugnisse
eingeraumt, in Anhang 8 auch Zugangs- und Durchsuchungsbefugnisse.

Zu seinen weiteren Aufgaben zdhlen die Pflege des Registers der Personen, die eine
Meldung nach Artikel 16 Gbermittelt haben.

(b) Vorhandensein angemessener Durchsetzungsinstrumente und Sanktionen
Das Gesetz fuhrt verschiedene Sanktionen und Durchsetzungsinstrumente ein.

Beim Datenschutzbeauftragten vorgebrachte Beschwerden betroffener Personen wegen
VerstoRes gegen die Mitteilungspflicht nach Artikel 18 oder wegen unbefugter
Weitergabe nach Artikel 50 kénnen eine strafrechtliche Verfolgung nach sich ziehen,
wahrend Beschwerden Uber die Nichtbefolgung von Grundsétzen nach Artikel 38 als
Prifgesuch behandelt werden.

Der Datenschutzbeauftragte kann einen Durchsetzungsbescheid ergehen lassen, wenn er
Uberzeugt ist, dass ein fur die Verarbeitung Verantwortlicher die Grundsdtze nicht
befolgt (Artikel 36), bzw. einen Auskunftsbescheid (,information notice*), wenn er
weitere Informationen benétigt, um eine Prifung abzuschlieRen (Artikel 39, Artikel 40
Uber besondere Auskunftsbescheide (,special information notices')). Wird einem
Durchsetzungs- oder Auskunftsbescheid nicht entsprochen, stellt dies nach Artikel 43
einen Straftatbestand dar.

Strafverfolgung und Sanktionen werden in Artikel 55 des Gesetzes geregelt. In der Regel
wird die Geldstrafe bei einer Verurteilung im summarischen Verfahren £5000 nicht
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Ubersteigen. Schwere VerstoRe konnen aber vor dem Obersten Gericht verhandelt
werden; dort ist die Hohe von Geldstrafen nicht beschrankt. Wird ein Verstol3 von einer
juristischen Person begangen, legt Artikel 56 fest, dass die Direktoren usw. der
juristischen Person ,,sowie die juristische Person dieses Verstof3es fir schuldig befunden
werden. Se konnen deswegen angeklagt und entsprechend bestraft werden.” Des
Weiteren regelt Artikel 58, dass Behdrden ,nach diesem Gesetz denselben
Ver pflichtungen unterliegen wie Privatpersonen und ebenso haften”.

Vor dem Hintergrund dieser Uberlegungen ist die Gruppe der Auffassung, dass das
Gesetz der Ise of Man die Elemente enthdlt, die fir die Gewahrleistung einer guten
Befolgungsrate der Vorschriften notwendig sind.

Unterstitzung und Hilfe fir enzelne betroffene Personen be der
Wahrnehmung ihrer Rechte - Der Einzelne muss seine Rechte rasch und
wirksam durchsetzen konnen, ohne dass Uberméfdige Kosten entstehen. Dafir
muss es eine Art ingtitutionellen Mechanismus geben, der eine unabhangige
Uberpriifung von Beschwerden erméglicht.

Die Gruppe stellt fest, dass durch das Gesetz der I1sle of Man eine Reihe von Elementen
bereitgestellt wird, die diesem Ziel dienen. Insbesondere kénnen die Birger den
Datenschutzbeauftragten um eine Prifung ersuchen. Dies ist in Artikel 38 des Gesetzes
geregelt (siehe Anhang, Ziffer 19).

Das Verfahren fur Prifungen wird auf der Website des Datenschutzbeauftragten
eingehend erldutert und ist fir nattirliche Personen kostenlos.

Vor dem Hintergrund dieser Uberlegungen ist die Gruppe der Auffassung, dass das
Gesetz der Isle of Man die Elemente enthdlt, die fur die Bereitstellung von Unterstiitzung
und Hilfe fur einzelne betroffene Personen bei der Wahrnehmung ihrer Rechte notwendig
sind.

Gewdhrleistung einer angemessenen Entschédigung fir die geschadigte
Partel bei Verstol3 gegen die Bestimmungen - Dies ist ein wesentliches
Element. Es erfordert ein unabhangiges Schlichtungssystem, das die Zahlung
von Entschadigungen oder auch die Auferlegung von Sanktionen ermoglicht.

Das Gesetz der I1sle of Man sieht in Artikel 11 eine Entschédigungsregelung vor (siehe
Anhang, Ziffer 20). Wird bestimmten Anforderungen nicht entsprochen, ist der
Betroffene entschadigungsberechtigt.

Besonders bemerkenswert ist Artikel 11, Absaiz2, Buchstabec, der eine
Entsché&digungsberechtigung schon bel einer Benachtelligung durch Verstol3 gegen eine
Anforderung aus Artikel 5 vorsient (Recht auf den Zugang zu personenbezogenen
Daten). Nach Artikel 5, Absatz9, Buchstabeb kann das Gericht auf3erdem eine
Geldstrafe von bis zu £ 5000 verhéangen, wenn ein fir die Verarbeitung Verantwortlicher
ungerechtfertigt gegen eine Anforderung aus Artikel 5 verstoft.

Vor dem Hintergrund dieser Uberlegungen ist die Gruppe der Auffassung, dass das
Gesetz der Ile of Man die Elemente enthdlt, die fur die Gewéhrleistung einer
angemessenen Entschadigung fur die geschéadigte Partei bel Verstold gegen die
Bestimmungen notwendig sind.
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3. ERGEBNISDER BEURTEILUNG

Zusammenfassend erklart die Gruppe auf Grundlage der obigen Feststellungen ihre
Uberzeugung, dass die Isle of Man ein angemessenes Schutzniveau im Sinne von
Artikel 25, Absatz 6 der Richtlinie 95/46/EG des Européi schen Parlaments und des Rates
vom 24. Oktober 1995 zum Schutz natirlicher Personen bei der Verarbeitung
personenbezogener Daten und zum freien Datenverkehr gewahrleistet.

Geschehen zu Brissal, 21. November 2003

Fur die Datenschutzgruppe
Der Vorsitzende
Sefano RODOTA
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Annex: Relevant provisions of the Isle of Man Data Protection Law

(1) 13. The purpose or purposes for which personal data are obtained may in particular
be specified —

(a) in a notice given for the purposes of paragraph 10 by the data controller to the data
subject, or

(b) in a notification given to the Supervisor under Part 3 of this Act.

14. In determining whether any disclosure of personal data is compatible with the
purpose or purposes for which the data were obtained, regard is to be had to the purpose
or purposes for which the personal data are intended to be processed by any person to
whom they are disclosed.”

(2) "15. The fourth principle is not to be regarded as being contravened by reason of any
inaccuracy in personal data which accurately record information obtained by the data
controller from the data subject or a third party in a case where —

(&) having regard to the purpose or purposes for which the data were obtained and
further processed, the data controller has taken reasonable steps to ensure the accuracy
of the data, and

(b) if the data subject has notified the data controller of the data subject's view that the
data are inaccurate, the data indicate that fact."

(3) "6. Provisions supplementary to section 5

(1) The Council of Ministers may by regulations provide that, in such cases as may be
prescribed, a request for information under any provision of subsection (1) of section5is
to be treated as extending also to information under other provisions of that subsection.
(2) The obligation imposed by section 5(1)(c)(i) must be complied with by supplying the
data subject with a copy of the information in permanent form unless —

(a) the supply of such a copy is not possible or would involve disproportionate effort, or
(b) the data subject agrees otherwise; and where any of the information referred to in
section 5(1)(c)(i) is expressed in terms which are not intelligible without explanation the
copy must be accompanied by an explanation of those terms.

(3) Where a data controller has previously complied with a request made under section 5
by an individual, the data controller is not obliged to comply with a subsequent identical
or similar request under that section by that individual unless a reasonable interval has
elapsed between compliance with the previous request and the making of the current
request.

(4) In determining for the purposes of subsection (3) whether requests under section 5
are made at reasonable intervals, regard shall be had to the nature of the data, the
purpose for which the data are processed and the frequency with which the data are
altered.

(5) Section 5(1)(d) is not to be regarded as requiring the provision of information as to
the logic involved in any decision-taking if, and to the extent that, the information
constitutes a trade secret.

(6) The information to be supplied pursuant to a request under section 5 must be
supplied by reference to the data in question at the time when the request is received,
except that it may take account of any amendment or deletion made between that time
and the time when the information is supplied, being an amendment or deletion that
would have been made regardless of the receipt of the request.

(7) For the purposes of section 5(4) and (5) another individual can be identified from the
information being disclosed if he can be identified from that information, or from that
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and any other information which, in the reasonable belief of the data controller, is likely
to bein, or to come into, the possession of the data subject making the request.

7. Application of section 5: credit reference agencies

(1) Where the data controller is a credit reference agency, section 5 has effect subject to
the provisions of this section.

(2) An individual making a request under section 5 may limit his request to personal data
relevant to hisfinancial standing, and shall be taken to have so limited his request unless
the request shows a contrary intention.

(3) Where the data controller receives a request under section 5 in a case where
personal data of which the individual making the request is the data subject are being
processed by or on behalf of the data controller, the obligation to supply information
under that section includes an obligation to give the individual making the request a
statement, in such form as may be prescribed by the Council of Ministers by regulations,
of such of the individual's rights under this Act as are specified in the form.”

(4) "13. Preliminary

(2) Inthis Part "the registrable particulars’, in relation to a data controller, means

(a) his name and address,

(b) if he has nominated a representative for the purposes of this Act, the nhame and
address of the representative,

(c) adescription of the personal data being or to be processed by or on behalf of the data
controller and of the category or categories of data subject to which they relate,

(d) a description of the purpose or purposes for which the data are being or are to be
processed,

(e) a description of any recipient or recipients to whom the data controller intends or
may wish to disclose the data, and

(f) the names, or a description of, any countries or territories outside the Island to which
the data controller directly or indirectly transfers, or intends or may wish directly or
indirectly to transfer, the data.

(2) In this Part — "fees regulations’ means regulations made by the Treasury under
section 15(5) or 16(4) or (7); "notification regulations’ means regulations made by the
Council of Ministers under the other provisions of this Part; "prescribed”, except where
used in relation to fees regulations, means prescribed by notification regulations.

(3) For the purposes of this Part, so far asit relates to the addresses of data controllers
(a) the address of a registered company is that of its registered office, and

(b) the address of a person (other than a registered company) carrying on a business is
that of his principal place of businessin the Island.

14. Prohibition on processing without registration

(1) Subject to the following provisions of this section, personal data must not be
processed unless an entry in respect of the data controller is included in the register
maintained by the Supervisor under section 16 (or is treated by notification regulations
made by virtue of section 16(3) as being so included).

(2) Except where the processing is assessable processing for the purposes of section 19,
subsection (1) does not apply in relation to personal data consisting of information
which falls within neither paragraph (a) nor paragraph (b) of the definition of "data" in
section 1(1).

(3) If it appears to the Council of Ministers that processing of a particular description is
unlikely to prejudice the rights and freedoms of data subjects, notification regulations
may provide that, in such cases as may be prescribed, subsection (1) is not to apply in
relation to processing of that description.

(4) Subsection (1) does not apply in relation to any processing whose sole purpose is the
maintenance of a public register.
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15. Notification by data controllers

(1) Any data controller who wishes to be included in the register maintained under
section 16 shall give a notification to the Supervisor under this section.

(2) A notification under this section must specify in accordance with notification
regulations —

(a) the registrable particulars, and (b) a general description of measures to be taken for
the purpose of complying with the seventh data protection principle (measures against
misuse and loss of data).

(3) Notification regulations made by virtue of subsection (2) may provide for the
determination by the Supervisor, in accordance with any requirements of the regulations,
of the form in which the registrable particulars and the description mentioned in
subsection (2)(b) are to be specified, including in particular the detail required for the
pur poses of section 13(1)(c), (d), (e) and (f) and subsection (2)(b).

(4) Notification regulations may make provision as to the giving of notification —

(a) by partnerships, or

(b) in other cases where 2 or more persons are the data controllers in respect of any
personal data.

(5) The notification must be accompanied by such fee as may be prescribed by fees
regulations.

(6) Notification regulations may provide for any fee paid under subsection (5) or section
16(4) to be refunded in prescribed circumstances.

16. Register of notifications

(1) The Supervisor shall —

(a) maintain a register of persons who have given natification under section 15, and (b)
make an entry in the register in pursuance of each notification received by him under
that section from a person in respect of whom no entry as data controller was for the
time being included in the register.

(2) Each entry in the register shall consist of —

(a) the registrable particulars notified under section 15 or, as the case requires, those
particulars as amended in pursuance of section 17(4), and

(b) such other information as the Supervisor may be authorised or required by
notification regulations to include in the register.

(3) Notification regulations may make provision asto the time as from which any entry in
respect of a data controller isto be treated for the purposes of section 14 as having been
made in the register.

(4) No entry shall be retained in the register for more than the relevant time except on
payment of such fee as may be prescribed by fees regulations.

(5) In subsection (4) "the relevant time" means 12 months or such other period as may be
prescribed by notification regulations.

(6) The Supervisor —

(a) shall provide facilities for making the information contained in the entries in the
register available for inspection (in visible and legible form) by members of the public at
all reasonable hours and free of charge, and

(b) may provide such other facilities for making the information contained in those
entries available to the public free of charge as he considers appropriate.

(7) The Supervisor shall, on payment of such fee, if any, as may be prescribed by fees
regulations, supply any member of the public with a duly Data Protection Act 2002
certified copy in writing of the particulars contained in any entry made in the register.

17. Duty to notify changes

(1) For the purpose specified in subsection (2), notification regulations shall include
provision imposing on every person in respect of whom an entry as a data controller is
for the time being included in the register maintained under section 16 a duty to notify to

13 /29



the Supervisor, in such circumstances and at such time or times and in such form as may
be prescribed, such matters relating to the registrable particulars and measures taken as
mentioned in section 15(2)(b) as may be prescribed.

(2) The purpose referred to in subsection (1) is that of ensuring, so far as practicable,
that at any time —

(a) the entries in the register maintained under section 16 contain current names and
addresses and describe the current practice or intentions of the data controller with
respect to the processing of personal data, and

(b) the Supervisor is provided with a general description of measures currently being
taken as mentioned in section 15(2)(b).

(3) Section 15(3) has effect in relation to notification regulations made by virtue of
subsection (1) as it has effect in relation to notification regulations made by virtue of
section 15(2).

(4) On receiving any notification under notification regulations made by virtue of
subsection (1), the Supervisor shall make such amendments of the relevant entry in the
register maintained under section 16 as are necessary to take account of the notification.

18. Offences

(1) If section 14(1) is contravened, the data controller is guilty of an offence.

(2) Any person who fails to comply with the duty imposed by notification regulations
made by virtue of section 17(1) is guilty of an offence.

(3) It shall be a defence for a person charged with an offence under subsection (2) to
show that he exercised all due diligence to comply with the duty.”

(5) "The seventh principle (measures against misuse and loss of data)

17. Having regard to the state of technological development and the cost of implementing
any measures, the measures must ensure a level of security appropriate to —

() the harm that might result from such unauthorised or unlawful processing or
accidental loss, destruction or damage as are mentioned in the seventh principle, and

(b) the nature of the data to be protected.

18. The data controller must take reasonable steps to ensure the reliability of any
employees of his who have access to the personal data.

19. Where processing of personal data is carried out by a data processor on behalf of a
data controller, the data controller must in order to comply with the seventh principle —

(a) choose a data processor providing sufficient guarantees in respect of the technical
and organisational security measures governing the processing to be carried out, and

(b) take reasonable steps to ensure compliance with those measures.”

20. Where processing of personal data is carried out by a data processor on behalf of a
data controller, the data controller is not to be regarded as complying with the seventh
principle unless —

(a) the processing is carried out under a contract —

(1) which is made or evidenced in writing, and

(i) under which the data processor isto act only on instructions from the data controller,
and

(b) the contract requires the data processor to comply with obligations equivalent to
those imposed on a data controller by the seventh principle.”

(6) " The sixth principle (rights of data subjects)

16. A person isto be regarded as contravening the sixth principle if, but only if —

(a) he contravenes section 5 by failing to supply information in accordance with that
section,

(b) he contravenes section 8 by failing to comply with a notice given under section 8(1)
to the extent that the noticeisjustified or by failing to give a notice under section 8(3),
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(c) he contravenes section 9 by failing to comply with a notice given under section 9(1),
or

(d) he contravenes section 10 by failing to comply with a notice given under section
10(1) or (2)(b) or by failing to give a notification under section 10(2)(a) or a notice
under section 10(3)."

(7) "5. (1) Subject to the following provisions of this section and to sections 6 and 7, an
individual isentitled —

(c) to have communicated to himin an intelligible form —

(i) the information constituting any personal data of which that individual is the data
subject, and

(i) any information available to the data controller as to the source of those data”

(8) "12. Rectification, blocking, erasure and destruction

(2) If the High Court is satisfied on the application of a data subject that personal data of
which the applicant is the subject are inaccurate, the court may order the data controller
to rectify, block, erase or destroy those data and any other personal data in respect of
which he is the data controller and which contain an expression of opinion which
appearsto the court to be based on the inaccurate data.

(2) Subsection (1) applies whether or not the data accurately record information
received or obtained by the data controller from the data subject or a third party but
wher e the data accurately record such information, then —

(a) if the requirements mentioned in paragraph 15 of Schedule 1 have been complied
with, the High Court may, instead of making an order under subsection (1), make an
order requiring the data to be supplemented by such statement of the true facts relating
to the matters dealt with by the data as the court may approve, and

(b) if all or any of those requirements have not been complied with, the High Court may,
instead of making an order under that subsection, make such order as it thinks fit for
securing compliance with those requirements with or without a further order requiring
the data to be supplemented by such a statement as is mentioned in paragraph (a).

(3) Where the High Court —

(a) makes an order under subsection (1), or

(b) is satisfied on the application of a data subject that personal data of which he was the
data subject and which have been rectified, blocked, erased or destroyed were
inaccurate, it may, where it considers it reasonably practicable, order the data controller
to notify third parties to whom the data have been disclosed of the rectification, blocking,
erasure or destruction.

(4) If the High Court is satisfied on the application of a data subject —

(a) that he has suffered damage by reason of any contravention by a data controller of
any of the requirements of this Act in respect of any personal data, in circumstances
entitling him to compensation under section 11, and

(b) that there is a substantial risk of further contravention in respect of those data in such
circumstances, the court may order the rectification, blocking, erasure or destruction of
any of those data.

(5) Where the court makes an order under subsection (4) it may, where it considers it
reasonably practicable, order the data controller to notify Data Protection Act 2002
third parties to whom the data have been disclosed of the rectification, blocking, erasure
or destruction.

(6) In determining whether it is reasonably practicable to require such notification asis
mentioned in subsection (3) or (5) the court shall have regard, in particular, to the
number of persons who would have to be notified."
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(9) “ 8. Right to prevent processing likely to cause damage or distress

(1) Subject to subsection (2), an individual is entitled at any time by notice in writing to a
data controller to require the data controller at the end of such period as is reasonable
in the circumstances to cease, or not to begin, processing, or processing for a specified
purpose or in a specified manner, any personal data in respect of which he is the data
subject, on the ground that, for specified reasons —

(a) the processing of those data or their processing for that purpose or in that manner is
causing or is likely to cause substantial damage or substantial distress to him or to
another, and

(b) that damage or distressis or would be unwarranted.

(2) Subsection (1) does not apply —

(a) in a case where any of the conditions in paragraphs 1 to 4 of Schedule 2 is met, or

(b) in such other cases as may be prescribed by the Council of Ministers by order.

(3) The data controller must within 21 days of receiving a notice under subsection (1)
("the data subject notice") give the individual who gave it a written notice —

(a) stating that he has complied or intends to comply with the data subject notice, or

(b) stating his reasons for regarding the data subject notice as to any extent unjustified
and the extent (if any) to which he has complied or intends to comply with it.

(4) If the High Court is satisfied, on the application of any person who has given a notice
under subsection (1) which appears to the court to be justified (or to be justified to any
extent), that the data controller in question has failed to comply with the notice, the court
may order him to take such steps for complying with the notice (or for complying with it
to that extent) as the court thinks fit.

(5) The failure by a data subject to exercise the right conferred by subsection (1) or
section 9(1) does not affect any other right conferred on him by this Part.”

(10) " PART 4 - EXEMPTIONS

23. Preliminary

(1) References in any of the data protection principles or any provision of Parts 2 and 3
to personal data or to the processing of personal data do not include references to data
or processing which by virtue of this Part are exempt from that principle or other
provision.

(2) In this Part "the subject information provisions' means —

(a) thefirst data protection principle (fair and lawful processing) to the extent to which it
requires compliance with paragraph 10 of Schedule 1, and

(b) section 5.

(3) In this Part "the non-disclosure provisions' means the provisions specified in
subsection (4) to the extent to which they are inconsistent with the disclosure in question.

(4) The provisionsreferred to in subsection (3) are—

(a) the first data protection principle (fair and lawful processing), except to the extent to
which it requires compliance with the conditions in Schedules 2 and 3,

(b) the second data protection principle (purpose for which data are obtained and
processed),

(c) the third data protection principle (adequacy and relevance of data),

(d) the fourth data protection principle (accuracy of data),

(e) thefifth data protection principle (time for keeping data), and

(f) sections 8 and 12(1) to (3).

(5) Except as provided by this Part, the subject information provisions shall have effect
notwithstanding any statutory provision or rule of law prohibiting or restricting the
disclosure, or authorising the withholding, of information.
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24. National security

(1) Personal data are exempt from any of the provisions of —

(a) the data protection principles,

(b) Parts 2, 3and 5, and

(c) section 50, if the exemption from that provision is required for the purpose of
safeguarding national security.

(2) Subject to subsection (4), a certificate signed by the Chief Minister certifying that
exemption from all or any of the provisions mentioned in subsection (1) is or at any time
was required for the purpose there mentioned in respect of any personal data shall be
conclusive evidence of that fact.

(3) A certificate under subsection (2) may identify the personal data to which it applies
by means of a general description and may be expressed to have prospective effect.

(4) Any person directly affected by the issuing of a certificate under subsection (2) may
appeal to the Tribunal against the certificate.

(5) If on an appeal under subsection (4), the Tribunal finds that, applying the principles
applied by the High Court on a petition of doleance, the Chief Minister did not have
reasonable grounds for issuing the certificate, the Tribunal may allow the appeal and
guash the certificate.

(6) Where in any proceedings under or by virtue of this Act it is claimed by a data
controller that a certificate under subsection (2) which identifies the personal data to
which it applies by means of a general description applies to any personal data, then,
subject to any determination under subsection (7), the certificate shall be conclusively
presumed so to apply.

(7) Any other party to proceedings referred to in subsection (6) may appeal to the
Tribunal on the ground that the certificate does not apply to the personal data in
question, and the Tribunal may determine that the certificate does not so apply.

(8) A document purporting to be a certificate under subsection (2) shall be received in
evidence and deemed to be such a certificate unless the contrary is proved.

(9) No power conferred by any provision of Part 5 may be exercised in relation to
personal data which by virtue of this section are exempt from that provision.

(10) Schedule 6 shall have effect in relation to appeals under subsection (4) or (7) and
the proceedings of the Tribunal in respect of any such appeal.

25. Crime and taxation

(1) Personal data processed for any of the following purposes —

(a) the prevention or detection of crime,

(b) the apprehension or prosecution of offenders, or

(c) the assessment or collection of any tax or duty or of any imposition of a similar
nature, are exempt from the first data protection principle (fair and lawful processing)
(except to the extent to which it requires compliance with the conditions in Schedules 2
and 3) and section 5 in any case to the extent to which the application of those provisions
to the data would be likely to prejudice any of the matters mentioned in this subsection.
(2) Personal data which —

(a) are processed for the purpose of discharging statutory functions, and

(b) consist of information obtained for such a purpose from a person who had it in his
possession for any of the purposes mentioned in subsection (1),

are exempt from the subject information provisions to the same extent as personal data
processed for any of the purposes mentioned in that subsection.

(3) Personal data are exempt from the non-disclosure provisionsin any case in which

(a) the disclosureis for any of the purposes mentioned in subsection (1), and

(b) the application of those provisions in relation to the disclosure would be likely to
prejudice any of the matters mentioned in that subsection.
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(4) Personal data in respect of which the data controller is a relevant authority and
which —

() consist of a classification applied to the data subject as part of a system of risk
assessment which is operated by that authority for either of the following purposes —

(1) the assessment or collection of any tax or duty or any imposition of a similar nature,
or

(i) the prevention or detection of crime, or apprehension or prosecution of offenders,
wher e the offence concerned involves any unlawful claim for any payment out of, or

any unlawful application of, public funds, and

(b) are processed for either of those purposes, are exempt from section 5 to the extent to
which the exemption is required in the interests of the operation of the system.

(5) In subsection (4) "relevant authority” means a Department, Satutory Board, local
authority or joint board.

26. Health, education and social work

(1) The Council of Ministers may by order exempt from the subject information
provisions, or modify those provisions in relation to, personal data consisting of
information as to the physical or mental health or condition of the data subject.

(2) The Council of Ministers may by order exempt from the subject information
provisions, or modify those provisionsin relation to personal data —

(a) in respect of which the data controller is the proprietor of, or a teacher at, a school
or college, and which consist of information relating to persons who are or have been
pupils at the school or college; or

(b) in respect of which the data controller is the Department of Education, and which
consist of information relating to persons who are or have been pupils at a school or
college maintained by that Department.

(3) The Council of Ministers may by order exempt from the subject information
provisions, or modify those provisions in relation to, personal data of such other
descriptions as may be specified in the order, being information —

(@) processed by the Department of Health and Social Security or by voluntary
organisations or other bodies designated by or under the order, and

(b) appearing to it to be processed in the course of, or for the purposes of, carrying out
social work in relation to the data subject or other individuals, but the Council of
Ministers shall not under this subsection confer any exemption or make any modification
except so far as it considers that the application to the data of those provisions (or of
those provisions without modification) would be likely to prejudice the carrying out of
social work.

27. Regulatory activity

(1) Personal data processed for the purposes of discharging functions to which this
subsection applies are exempt from the subject information provisions in any case to the
extent to which the application of those provisions to the data would be likely to
prejudice the proper discharge of those functions.

(2) Subsection (1) appliesto any relevant function which is designed for —

(a) protecting members of the public against —

(i) financial loss due to dishonesty, malpractice or other seriously improper conduct by,
or the unfitness or incompetence of, persons concerned in the provision of banking,
insurance, investment or other financial services or in the management of bodies
corporate,

(i) financial loss due to the conduct of discharged or undischarged bankrupts, or

(iii) dishonesty, malpractice or other seriously improper conduct by, or the unfitness or
incompetence of, persons authorised to carry on any profession or other activity,
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(b) protecting charities against misconduct or mismanagement (whether by trustees or
other persons) in their administration, protecting the property of charities from loss or
misapplication, or the recovery of the property of charities,

(c) securing the health, safety and welfare of persons at work, or protecting persons
other than persons at work against risk to health or safety arising out of or in connection
with the actions of persons at work.

(3) In subsection (2) "relevant function" means —

(a) any function conferred on any person by or under any statutory provision, or

(b) any other function which is of a public nature and is exercised in the public interest.
(4) Personal data processed for the purpose of discharging any function of the Isle of
Man Office of Fair Trading under the Fair Trading Act 1996 are exempt from the subject
information provisions in any case to the extent to which the application of those
provisionsto the data would be likely to prejudice the proper discharge of that function.
28. Journalism, literature and art

(1) Personal data which are processed only for the special purposes are exempt from
any provision to which this subsection relates if —

(a) the processing is undertaken with a view to the publication by any person of any
journalistic, literary or artistic material,

(b) the data controller reasonably believes that, having regard in particular to the
special importance of the public interest in freedom of expression, publication would be
in the public interest, and

(c) the data controller reasonably believes that, in all the circumstances, compliance
with that provision isincompatible with the special purposes.

(2) Subsection (1) relates to the provisions of —

(a) the data protection principles except the seventh data protection principle (measures
against misuse and loss of data),

(b) section 5,

(c) section 8,

(d) section 10, and

(e) section 12(1) to (3).

(3) In considering for the purposes of subsection (1)(b) whether the belief of a data
controller that publication would be in the public interest was or is a reasonable one,
regard may be had to his compliance with any code of practice which —

(a) isrelevant to the publication in question, and

(b) is designated by the Council of Ministers by order for the purposes of this subsection.
(4) Where at any time ("the relevant time") in any proceedings against a data controller
under section 5(9), 8(4), 10(8) or 12 or by virtue of section 11 the data controller claims,
or it appears to the High Court, that any personal data to which the proceedings relate
are being processed —

(a) only for the special purposes, and

(b) with a view to the publication by any person of any journalistic, literary or artistic
material which, at the time 24 hours immediately before the relevant time, had not
previously been published by the data controller, the court shall stay the proceedings
until either of the conditions in subsection (5) is met.

(5) Those conditions are —

(a) that a determination of the Supervisor under section 41 with respect to the data in
guestion takes effect, or

(b) in a case where the proceedings were stayed on the making of a claim, that the claim
is withdrawn.

(6) For the purposes of this Act "publish”, in relation to journalistic, literary or artistic
material, means make available to the public or any section of the public.

29. Research, history and statistics
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(2) In this section —

"research purposes’ includes statistical or historical purposes; "the relevant conditions®,
in relation to any processing of personal data, means the conditions —

(a) that the data are not processed to support measures or decisions with respect to
particular individuals, and

(b) that the data are not processed in such a way that substantial damage or substantial
distressis, or islikely to be, caused to any data subject.

(2) For the purposes of the second data protection principle (purpose for which data are
obtained and processed), the further processing of personal data only for research
purposes in compliance with the relevant conditions is not to be regarded as
incompatible with the purposes for which they were obtained.

(3) Personal data which are processed only for research purposes in compliance with the
relevant conditions may, notwithstanding the fifth data protection principle (time for
keeping data), be kept indefinitely.

(4) Personal data which are processed only for research purposes are exempt from
section 5 if —

(a) they are processed in compliance with the relevant conditions, and

(b) the results of the research or any resulting statistics are not made available in a form
which identifies data subjects or any of them.

(5) For the purposes of subsections (2) to (4) personal data are not to be treated as
processed otherwise than for research purposes merely because the data are disclosed —
(a) to any person, for research purposes only,

(b) to the data subject or a person acting on his behalf,

(c) at the request, or with the consent, of the data subject or a person acting on his
behalf, or

(d) in circumstances in which the person making the disclosure has reasonable grounds
for believing that the disclosure falls within paragraph (a), (b) or (c).

30. Information available to the public by or under statutory provision

Personal data are exempt from —

(a) the subject information provisions,

(b) the fourth data protection principle (accuracy of data) and section 12(1) to (3), and
(c) the non-disclosure provisions, if the data consist of information which the data
controller is obliged by or under any statutory provision to make available to the public,
whether by publishing it, by making it available for inspection, or otherwise and whether
gratuitously or on payment of a fee.

31. Disclosures required by law or made in connection with legal proceedings etc.

(1) Personal data are exempt from the non-disclosure provisions where the disclosure is
required by or under any statutory provision, by any rule of law or by the order of a
court.

(2) Personal data are exempt from the non-disclosure provisions where the disclosure is
necessary —

(a) for the purpose of, or in connection with, any legal proceedings (including
prospective legal proceedings), or

(b) for the purpose of obtaining legal advice, or is otherwise necessary for the purposes
of establishing, exercising or defending legal rights.

32. Tynwald privilege

Personal data are exempt from /7

(a) the first data protection principle, except to the extent to which it requires compliance
with the conditionsin Schedules 2 and 3,

(b) the second, third, fourth and fifth data protection principles,

(c) section 5, and

(d) sections 8 and 12(1) to (3),
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if the exemption is required for the purpose of avoiding an infringement of the privileges
of Tynwald, the Council or the Keys.

33. Domestic purposes

Personal data processed by an individual only for the purposes of that individual's
personal, family or household affairs (including recreational purposes) are exempt from
the data protection principles and the provisions of Parts 2 and 3.

34. Miscellaneous exemptions

Schedule 7 (which confers further miscellaneous exemptions) has effect.

35. Powersto make further exemptions by order

(1) The Council of Ministers may by order exempt from the subject information
provisions personal data consisting of information the disclosure of which is prohibited
or restricted by or under any statutory provision if and to the extent that it considers it
necessary for the safeguarding of the interests of the data subject or the rights and
freedoms of any other individual that the prohibition or restriction ought to prevail over
those provisions.

(2) The Council of Ministers may by order exempt from the nondisclosure provisions any
disclosures of personal data made in circumstances specified in the order, if it considers
the exemption is necessary for the safeguarding of the interests of the data subject or the
rights and freedoms of any other individual."

(11) "The eighth principle (transfer of data abroad)

21. An adequate level of protection is one which is adequate in all the circumstances of
the case, having regard in particular to —

(a) the nature of the personal data,

(b) the country or territory of origin of the information contained in the data,

(c) the country or territory of final destination of that information,

(d) the purposes for which and period during which the data are intended to be
processed,

(e) thelaw in force in the country or territory in question,

(f) the international obligations of that country or territory,

(g) any relevant codes of conduct or other rules which are enforceable in that country or
territory (whether generally or by arrangement in particular cases), and

(h) any security measures taken in respect of the data in that country or territory.

22. The eighth principle does not apply to a transfer falling within any paragraph of
Schedule 4, except in such circumstances and to such extent as the Council of Ministers
may by order provide.

23. (1) Where in any proceedings under this Act any question arises as to whether the
requirement of the eighth principle as to an adequate level of protection is met in
relation to the transfer of any personal data to a country or territory within the European
Economic Area, it shall be conclusively presumed that that requirement is met in relation
to that transfer.

(2) Where /7

(a) in any proceedings under this Act any question arises as to whether the requirement
of the eighth principle as to an adequate level of protection is met in relation to the
transfer of any personal data to a country or territory outside the European Economic
Area, and

(b) a Community finding has been made in relation to transfers of the kind in question,
that question isto be determined in accordance with that finding.

(3) In sub-paragraph (2) "Community finding" means a finding of the European
Commission, under the procedure provided for in Article 31(2) of the Data Protection
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Directive, that a country or territory outside the European Economic Area does, or does
not, ensure an adequate level of protection within the meaning of Article 25(2) of the
Directive."

(12) " SCHEDULE 4 - CASESWHERE THE EIGHTH PRINCIPLE DOESNOT APPLY
1. The data subject has given his consent to the transfer.

2. Thetransfer is necessary —

(a) for the performance of a contract between the data subject and the data controller, or
(b) for the taking of steps at the request of the data subject with a view to his entering
into a contract with the data controller.

3. Thetransfer is necessary —

(a) for the conclusion of a contract between the data controller and a person other than
the data subject which —

(i) isentered into at the request of the data subject, or

(i) isin the interests of the data subject, or

(b) for the performance of such a contract.

4. (1) The transfer is necessary for reasons of substantial public interest.

(2) The Council of Ministers may by order specify —

(a) circumstances in which a transfer is to be taken for the purposes of subparagraph (1)
to be necessary for reasons of substantial public interest, and

(b) circumstances in which a transfer which is not required by or under a statutory
provision is not to be taken for the purpose of sub-paragraph (1) to be necessary for
reasons of substantial public interest.

5. The transfer —

(a) is necessary for the purpose of, or in connection with, any legal proceedings
(including prospective legal proceedings),

(b) is necessary for the purpose of obtaining legal advice, or

(c) is otherwise necessary for the purposes of establishing, exercising or defending legal
rights.

6. The transfer is necessary in order to protect the vital interests of the data subject.

7. The transfer is of part of the personal data on a public register and any conditions
subject to which the register is open to inspection are complied with by any person to
whom the data are or may be disclosed after the transfer.

8. The transfer is made on terms which are of a kind approved by the Supervisor as
ensuring adequate safeguards for the rights and freedoms of data subjects.

9. The transfer has been authorised by the Supervisor as being made in such a manner as
to ensure adequate safeguards for the rights and freedoms of data subjects.”

(13) "sensitive personal data" means personal data consisting of information asto —

(a) theracial or ethnic origin of the data subject,

(b) his political opinions,

(c) hisreligious beliefs or other beliefs of a similar nature,

(d) whether he is a member of a trade union (within the meaning of the Trade Unions Act
1991),

(e) his physical or mental health or condition,

(f) hissexual life,

(g) the commission or alleged commission by him of any offence, or

(h) any proceedings for any offence committed or alleged to have been committed by
him, the disposal of such proceedings or the sentence of any court in such proceedings;"

(14) "Thefirst principle (fair and lawful processing)
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9. (1) In determining for the purposes of the first principle whether personal data are
processed fairly, regard is to be had to the method by which they are obtained, including
in particular whether any person from whom they are obtained is deceived or misled as
to the purpose or purposes for which they are to be processed.

(2) Subject to paragraph 10, for the purposes of the first principle data are to be treated
as obtained fairly if they consist of information obtained from a person who —

(a) isauthorised by or under any statutory provision to supply it, or

(b) isrequired to supply it by or under any statutory provision or by any convention or
other instrument imposing an international obligation on the United Kingdom and
extending to the Island.

10. (1) Subject to paragraph 11, for the purposes of the first principle personal data are
not to be treated as processed fairly unless —

(a) in the case of data obtained from the data subject, the data controller ensures so far
as practicable that the data subject has, is provided with, or has made readily available
to him, the information specified in sub-paragraph (3), and

(b) in any other case, the data controller ensures so far as practicable that, before the
relevant time or as soon as practicable after that time, the data subject has, is provided
with, or has made readily available to him, the information specified in sub-paragraph
(3).

(2) In sub-paragraph (1)(b) "the relevant time" means —

(a) the time when the data controller first processes the data, or

(b) in a case where at that time disclosure to a third party within a reasonable period is
envisaged —

(i) if the data are in fact disclosed to such a person within that period, the time when the
data arefirst disclosed,

(i1) if within that period the data controller becomes, or ought to become, aware that the
data are unlikely to be disclosed to such a person within that period, the time when the
data controller does become, or ought to become, so aware, or

(iii) in any other case, the end of that period.

(3) The information referred to in sub-paragraph (1) is as follows, namely —

(a) the identity of the data controller,

(b) if he has nominated a representative for the purposes of this Act, the identity of that
representative,

(c) the purpose or purposes for which the data are intended to be processed, and

(d) any further information which is necessary, having regard to the specific
circumstances in which the data are or are to be processed, to enable processing in
respect of the data subject to be fair.

11. (1) Paragraph 10(1)(b) does not apply where either of the primary conditions in sub-
paragraph (2), together with such of the further conditions in sub-paragraphs (3) to (7)
asarerelevant, are met.

(2) The primary conditions referred to in sub-paragraph (1) are —

(a) that the provision of that information would involve a disproportionate effort, or

(b) that the recording of the information to be contained in the data by, or the disclosure
of the data by, the data controller is necessary for compliance with any legal obligation
to which the data controller is subject, other than an obligation imposed by contract.

(3) Where either of the primary conditions in sub-paragraph (2) is met, a further
condition is that set out in sub-paragraph (6).

(4) Where the primary condition in sub-paragraph (2)(a) is met, a further condition is
that the data controller shall record the reasons for his view that that primary condition
iSmet in respect of the data.
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(5) Where the primary condition in sub-paragraph (2)(b) is met by virtue of the fact that
the recording of the information to be contained in the data by, or the disclosure of the
data by, the data controller /7

(@) is not a function conferred on him by or under any statutory provision or an
obligation imposed on him by order of a court, but

(b) is necessary for compliance with any legal obligation to which the data controller is
subject, other than an obligation imposed by contract, a further condition is that set out
in sub-paragraph (6).

(6) The condition referred to in sub-paragraphs (3) to (5) is that, in respect of any
particular data subject, either //

(a) no notice in writing has been received at any time by the data controller from an
individual, requiring that data controller to provide the information set out in paragraph
10(3) before the relevant time (as defined in paragraph 10(2)) or as soon as practicable
after that time; or

(b) where such notice in writing has been received but the data controller does not have
sufficient information about the individual in order readily to determine whether he is
processing personal data about that individual, the data controller shall send to the
individual a written notice stating that he cannot provide the information set out in
paragraph 10(3) because of his inability to make that determination, and explaining the
reasons for that inability.

(7) The requirement in sub-paragraph (6) that notice should be in writing is satisfied
wher e the text of the notice /7

(a) istransmitted by electronic means,

(b) isreceived in legible form, and

(c) is capable of being used for subsequent reference.

(8) The Council of Ministers may by order amend sub-paragraphs (1) to (7).

12. (1) Personal data which contain a general identifier falling within a description
prescribed by the Council of Ministers by order are not to be treated as processed fairly
and lawfully unless they are processed in compliance with any conditions so prescribed
in relation to general identifiers of that description.

(2) In sub-paragraph (1) "a general identifier” means any identifier (such as, for
example, a number or code used for identification purposes) which —

(a) relatesto an individual, and

(b) forms part of a set of similar identifiers which is of general application.”

(15) "SCHEDULE 3 - CONDITIONS RELEVANT FOR PURPOSES OF THE FIRST
PRINCIPLE: PROCESSING OF SENSTIVE PERSONAL DATA

1. The data subject has given his explicit consent to the processing of the personal data.
2. (1) The processing is necessary for the purposes of exercising or performing any right
or obligation which is conferred or imposed by law on the data controller in connection
with employment.

(2) The Council of Ministers may by order —

(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or

(b) provide that, in such cases as may be specified, the condition in subparagraph (1) is
not to be regarded as satisfied unless such further conditions as may be specified in the
order are also satisfied.

3. The processing is hecessary —

(a) in order to protect the vital interests of the data subject or another person, in a case
where —

(i) consent cannot be given by or on behalf of the data subject, or

(i) the data controller cannot reasonably be expected to obtain the consent of the data
subject, or
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(b) in order to protect the vital interests of another person, in a case where consent by or
on behalf of the data subject has been unreasonably withheld.

4. The processing —

(a) is carried out in the course of its legitimate activities by any body or association
which —

(i) is not established or conducted for profit, and

(i) exists for political, philosophical, religious or trade-union purposes,

(b) is carried out with appropriate safeguards for the rights and freedoms of data
subjects,

(c) relates only to individuals who either are members of the body or association or have
regular contact with it in connection with its purposes,

and

(d) does not involve disclosure of the personal data to a third party without the consent
of the data subject.

5. The information contained in the personal data has been made public as a result of
steps deliberately taken by the data subject.

6. The processing —

(a) is necessary for the purpose of, or in connection with, any legal proceedings
(including prospective legal proceedings),

(b) is necessary for the purpose of obtaining legal advice, or

(c) is otherwise necessary for the purposes of establishing, exercising or defending legal
rights.

7. (1) The processing is necessary —

(a) for the administration of justice,

(b) for the exercise of any functions of Tynwald, the Council or the Keys,

(c) for the exercise of any functions conferred on any person by or under any statutory
provision, or

(d) for the exercise of any functions of the Crown, a Department or a Statutory Board.
(2) The Council of Ministers may by order —

(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or

(b) provide that, in such cases as may be specified, the condition in subparagraph (1) is
not to be regarded as satisfied unless such further conditions as may be specified in the
order are also satisfied.

8. (1) The processing is necessary for medical purposes and is undertaken by —

(a) a health professional, or

(b) a person who in the circumstances owes a duty of confidentiality which is equivalent
to that which would arise if that person were a health professional.

(2) In this paragraph "medical purposes’ includes the purposes of preventive medicine,
medical diagnosis, medical research, the provision of care and treatment and the
management of healthcare services.

9. (1) The processing —

(a) is of sensitive personal data consisting of information asto racial or ethnic origin,

(b) is necessary for the purpose of identifying or keeping under review the existence or
absence of equality of opportunity or treatment between persons of different racial or
ethnic origins, with a view to enabling such equality to be promoted or maintained, and
(c) is carried out with appropriate safeguards for the rights and freedoms of data
subjects.

(2) The Council of Ministers may by order specify circumstances in which processing
falling within sub-paragraph (1)(a) and (b) is, or is not, to be taken for the purposes of
sub-paragraph (1)(c) to be carried out with appropriate safeguards for the rights and
freedoms of data subjects.

10. (1) The processing ./
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(a) isin the substantial public interest;
(b) is necessary for the purposes of the prevention or detection of any unlawful act; and
(c) must necessarily be carried out without the explicit consent of the data subject being
sought so as not to prejudice those purposes.
(2) Inthis paragraph, "act" includes a failure to act.
11. The processing /7
(a) isin the substantial public interest;
(b) is necessary for the discharge of any function which is designed for protecting
members of the public against /7
(i) dishonesty, malpractice, or other seriously improper conduct by, or the unfitness or
incompetence of, any person, or
(i) mismanagement in the administration of, or failures in services provided by, any
body or association; and
(c) must necessarily be carried out without the explicit consent of the data subject being
sought so as not to prejudice the discharge of that function.
12. (1) The disclosure of personal data /7
(a) isin the substantial public interest;
(b) isin connection with /7
(i) the commission by any person of any unlawful act (whether alleged or established),
(i) dishonesty, malpractice, or other seriously improper conduct by, or the unfitness or
incompetence of, any person (whether alleged or established), or
(iif) mismanagement in the administration of, or failures in services provided by, any
body or association (whether alleged or established);
(c) isfor the special purposes as defined in section 1(1); and
(d) is made with a view to the publication of those data by any person and the data
controller reasonably believes that such publication would be in the public interest.
(2) Inthis paragraph, "act" includes a failure to act.
13. The processing £/
(a) isin the substantial public interest;
(b) is necessary for the discharge of any function which is designed for the provision of
confidential counselling, advice, support or any other service;
and
(c) is carried out without the explicit consent of the data subject because the processing
[
(1) isnecessary in a case where consent cannot be given by the data subject,
(i) is necessary in a case where the data controller cannot reasonably be expected to
obtain the explicit consent of the data subject, or
(i) must necessarily be carried out without the explicit consent of the data subject being
sought so as not to prejudice the provision of that counselling, advice, support or other
service.
14. (1) The processing ./
(a) is necessary for the purpose of /7
(i) carrying on insurance business, or
(if) making determinations in connection with eligibility for, and benefits payable under,
an occupational pension scheme as defined in section 1 of the Pension Schemes Act 1993
(an Act of Parliament)21, asit has effect in the Island;
(b) is of sensitive personal data consisting of information as to the physical or mental
health or condition of a data subject who is the parent, grandparent, great grandparent
or sibling of the insured person or the member of the scheme, as the case may be;
(c) is necessary in a case where the data controller cannot reasonably be expected to
obtain the explicit consent of that data subject and the data controller is not aware of the
data subject withholding his consent; and
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(d) does not support measures or decisions with respect to that data subject.

(2) Inthis paragraph /7

(a) "insurance business' means insurance business, as defined in section 34 of the
Insurance Act 198623, falling within such classes as are prescribed by the Council of
Ministers by regulations, and

(b) "insured" and "member" includes an individual who is seeking to become an insured
person or member of the scheme respectively.

15. The processing £/

(a) is of sensitive personal data in relation to any particular data subject that are subject
to processing which was already under way immediately before the ommencement of this
Schedule;

(b) is necessary for the purpose of /7

() carrying on insurance business, as defined in section 34 of the Insurance Act 1986,
falling within such classes as are prescribed by the Council of Ministers by regulations;
or

(i) establishing or administering an occupational pension scheme as defined in section 1
of the Pension Schemes Act 1993 (an Act of Parliament), as it has effect in the Island,;
and

(c) either [7

(i) is necessary in a case where the data controller cannot reasonably be expected to
obtain the explicit consent of the data subject and that data subject has not informed the
data controller that he does not so consent, or

(i1) must necessarily be carried out even without the explicit consent of the data subject
S0 as not to prejudice those purposes.

16. (1) Subject to the provisions of sub-paragraph (2), the processing /7

(a) is of sensitive personal data consisting of information falling within paragraph (c) or
(e) of the definition of that expression in section 1(1);

(b) is necessary for the purpose of identifying or keeping under review the existence or
absence of equality of opportunity or treatment between persons /7

(i) holding different beliefs as described in paragraph (c) of that definition, or

(if) of different states of physical or mental health or different physical or mental
conditions as described in paragraph (e) of that definition, with a view to enabling such
equality to be promoted or maintained,

(c) does not support measures or decisions with respect to any particular data subject
otherwise than with the explicit consent of that data subject; and

(d) does not cause, nor is likely to cause, substantial damage or substantial distress to
the data subject or any other person.

(2) Where any individual has given notice in writing to any data controller who is
processing personal data under the provisions of sub-paragraph (1) requiring that data
controller to cease processing personal data in respect of which that individual is the
data subject at the end of such period as is reasonable in the circumstances, that data
controller must have ceased processing those personal data at the end of that period.

17. The processing ./

(a) isin the substantial public interest;

(b) is necessary for research purposes (within the meaning of section 29);

(c) does not support measures or decisions with respect to any particular data subject
otherwise than with the explicit consent of that data subject; and

(d) does not cause, nor is likely to cause, substantial damage or substantial distress to
the data subject or any other person.

18. The processing is necessary for the exercise of any functions conferred on a
constable by any rule of law.
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19. The personal data are processed in circumstances specified in an order made by the
Council of Ministersfor the purposes of this paragraph.”

(16) "9. Right to prevent processing for purposes of direct marketing

(1) An individual is entitled at any time by notice in writing to a data controller to
require the data controller at the end of such period as is reasonable in the
circumstances to cease, or not to begin, processing for the purposes of direct marketing
personal data in respect of which he is the data subject.

(2) If the High Court is satisfied, on the application of any person who has given a notice
under subsection (1), that the data controller has failed to comply with the notice, the
court may order him to take such steps for complying with the notice as the court thinks
fit.

(3) In this section "direct marketing" means the communication (by whatever means) of
any advertising or marketing material which is directed to particular individuals.”

(17) "5. (1) Subject to the following provisions of this section and to sections 6 and 7, an
individual isentitled —

(d) where the processing by automatic means of personal data of which that individual is
the data subject for the purpose of evaluating matters relating to him such as, for
example, his performance at work, his creditworthiness, his reliability or his conduct,
has constituted or is likely to constitute the sole basis for any decision significantly
affecting him, to be informed by the data controller of the logic involved in that decision-
taking."

(18) "10. Rightsin relation to automated decision-taking

(1) Anindividual is entitled at any time, by notice in writing to any data controller, to
require the data controller to ensure that no decision taken by or on behalf of the data
controller which significantly affects that individual is based solely on the processing by
automatic means of personal data in respect of which that individual is the data subject
for the purpose of evaluating matters relating to him such as, for example, his
performance at work, his creditworthiness, hisreliability or his conduct.

(2) Where, in a case where no notice under subsection (1) has effect, a decision which
significantly affects an individual is based solely on such processing as is mentioned in
subsection (1) —

(a) the data controller must as soon as reasonably practicable notify the individual that
the decision was taken on that basis,and

(b) the individual is entitled, within 21 days of receiving that notification from the data
controller, by notice in writing to require the data controller to reconsider the decision
or to take a new decision otherwise than on that basis.

(3) The data controller must, within 21 days of receiving a notice under subsection (2)(b)
("the data subject notice") give the individual a written notice specifying the steps that he
intends to take to comply with the data subject notice.

(4) A notice under subsection (1) does not have effect in relation to an exempt decision;
and nothing in subsection (2) appliesto an exempt decision.

(5) In subsection (4) "exempt decision” means any decision —

(a) in respect of which the conditions in subsections (6) and (7) are met, or

(b) which is made in such other circumstances as may be prescribed by the Council of
Ministers by order.

(6) The condition in this subsection is that the decision —

(a) istaken in the course of steps taken —

(i) for the purpose of considering whether to enter into a contract with the data subject,
(i) with a view to entering into such a contract, or
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(ii1) in the course of performing such a contract, or

(b) isauthorised or required by or under any enactment.

(7) The condition in this subsection is that either —

(a) the effect of the decision isto grant a request of the data subject, or

(b) steps have been taken to safeguard the legitimate interests of the data subject (for
example, by allowing him to make representations).

(8) If the High Court is satisfied on the application of a data subject that a person taking
a decision in respect of him ("the responsible person) has failed to comply with
subsection (1) or (2)(b), the court may order the responsible person to reconsider the
decision, or to take a new decision which is not based solely on such processing as is
mentioned in subsection (1).

(9) An order under subsection (8) shall not affect the rights of any person other than the
data subject and the responsible person.”

(19) "38. Request for assessment

(1) A request may be made to the Supervisor by or on behalf of any person who is, or
believes himself to be, directly affected by any processing of personal data for an
assessment as to whether it is likely or unlikely that the processing has been or is being
carried out in compliance with the provisions of this Act.

(2) On receiving a request under this section, the Supervisor shall make an assessment in
such manner as appears to him to be appropriate, unless he has not been supplied with
such information as he may reasonably requirein order to —

(a) satisfy himself as to the identity of the person making the request, and

(b) enable himto identify the processing in question.

(3) The matters to which the Supervisor may have regard in determining in what manner
it is appropriate to make an assessment include —

(a) the extent to which the request appearsto himto raise a matter of substance,

(b) any undue delay in making the request, and

(c) whether or not the person making the request is entitled to make an application under
section 5 in respect of the personal data in question.

(4) Where the Supervisor has received a request under this section he shall notify the
person who made the request —

(a) whether he has made an assessment as a result of the request, and

(b) to the extent that he considers appropriate, having regard in particular to any
exemption from section 5 applying in relation to the personal data concerned, of any
view formed or action taken as a result of the request.”

(20) "11. Compensation for failure to comply with certain requirements

(1) An individual who suffers damage by reason of any contravention by a data
controller of any of the requirements of this Act is entitled to compensation from the data
controller for that damage.

(2) An individual who suffers distress by reason of any contravention by a data controller
of any of the requirements of this Act is entitled to compensation from the data controller
for that distress if —

(a) theindividual also suffers damage by reason of the contravention, or

(b) the contravention relates to the processing of personal data for the special purposes,
or

(c) the contravention consists of a failure to comply with a request under section 5 in the
circumstances specified in section 5(9)(b).

(3) In proceedings brought against a person by virtue of this section it is a defence to
prove that he had taken such care asin all the circumstances was reasonably required to
comply with the requirement concerned.”
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